(SO)"Secure Events

SECURE [OKYO 2017/




WebT A b EeZE(CT HIZHD

EEERI>TULS

Tricorder Co. Ltd.
Sen UENO

SECURETOKYO 2017/ (SO Secure Events




TRICORDER

Profile: %f & (Sen UENQO)

ADStL bS5 A 01— ARAUHHR
SRR ERIMAZRAZ CEREF 1T« EFR, eIV—ABHAYF 7+ —7T

%Jt?b‘ A EBIREZERE T, 2006F(ICHAN—TEF21UT 1 HBEVEE., B2
#r. RRSU—Y3 VT RAPREZRRIDIHASH NS A I—I 2RI

A ]

OWASP Japan L&, 1BstzF+21U T «FF9EE [ScanNetSecurity] fRER.
Hardening Project S217&&. JNSA ISOG-J WG1U—9—, SECCON ETZE
INATECANIBRAUEHEERSSE T2 U T« BV Y —HFAE.

BRAIELZ SR IET £6#EEH. CFaUT «F v U THEE BREZT 2573%)

(ISO2HEEKXU2017FE7PI7 - N T4 wIEREF2IUT - U—F—I WS-
F—T A MISLA) = E

Webt+1UT 4 BHEDCHDIETFHEZHI A YT — b

HA R - EBENHZ BIEHR R ER < 5. :M‘w
HTTPOHERIZ, HAESI<EWVWebtFaUT 1, T
STHN DY —R(TCP/IP, HTTP, X—)L) % =0 m“" =G5

©2017 Tricorder Co. Ltd. 3



Webt A ~Et+a277(CT D



TRICORDER

ZEICTBDICHDEERFRI DTS

« WebS A bOEFa2UT 4 DEREFE—EY B>
[QArS

o FOlK<HFULWIATDEF2 T A DBEEIETFD
Z D255 UIEW

« OWASP Top 10
- wROIUTAAIVEEZEZ SN Web 7 TUT—2 3
DEF21UT s URTDEYT10
— E#HThRIF OWASP Top 10 - 2017 RC1 rejected
« 20171ExChk(FEBHY U —XF%E 7

— https://www.owasp.org/index.php/Category:OWAS
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OWASP Top 10 - 2017 rc1

- Al Injection(f ¥z 32)

- A2 . Broken Authentication and Session
Management(GREE & 7w & 3 VEEDAE)

« A3 : Cross-Site Scripting(Z OAY A FRTUT T 4
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- A4 : Broken Access Control(77 7 & A HlIEI D A1)
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OWASP Top 10 - 2017 rc1

- A6 : Sensitive Data Exposure(#% 5 —<~ DEEH)

- A7 . Insufficient Attack Protection(A 273 IERE)

- A8 : Cross-Site Request Forgery(ZJOXY A MUJTIT X
JA4—I 1)
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- A10 : Underprotected APIS(RE ST TULVEWAPI)
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2% : Kevin Soo Hoo, “Tangible ROI through Secure Software Engineering."Security Business Quarterly,
Vol.1, No.2, Fourth Quarter, 2001.
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« ProxyY—Jb

DY EWebY —/N—DE(CProxy& ULTA
), UJIT XS - DARVAITIHTTET D
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- Web7 =

- S PRE. STMRA. B4

w 4@

1@
| TRICORDER | peow b s
WS manen
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AWE P T TOWC AmEY sy
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Web7 o>t

TICERATSY—IU

800 Burp Suite Professional v1.6.01 - licensed to Tricorder Co. Ltd. [single user license]

CIREETD

Burp Intruder Repeater Window Help

[ intruder | Repeater | Sequencer | Decoder | Comparer | Extender | Options | Alerts |
Target | Proxy. Spider Scanner

| [[sescep [ Hre history | webSockets history | Options |

[-#] Request to http:/ /tricorder.jp:80 [157.7.144.96]

Forward Drop [interceptison | [ Action | [ |E3 (2

Raw | Params | Headers | Hex
GET / HTTP/1.1 :
Host: tricorder.jp r

User-Agent: Mozilla/5.@ (Macintosh; Intel Mac 0S X 10.9; rv:30.0) Gecko/20100101 Firefox/30.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/%;q=0.8

Accept-Language: ja,en-us;q=0.7,en;q=0.3

Accept-Encoding: gzip, deflate

DNT: 1

Cookie: __utma=100494171.1096952464.1374639717.1383271932.1392255453.5;
__utmz=100494171.1392255453.5.1. utmcen=(direct) |utmesr=(direct) | utmemd=(none)

Connection: keep-alive

b
v

@) @ @ &) Fraaden 0 matches

Proxy”—Jb
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— IBM Security AppScan, HP Weblnspect, VEX

p—

=/
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— Burp Suite Free Edition
 Professionalp(CIFBEEEZKTY —ILBDIBEHIN TS

— Fiddler
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Web Application Firewall (WAF)
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ModSecurity: Open Source Web
Application Firewall nttps/modsecurity.org/

1 Trustwave
ModSecurity K& ertabs
Open Source Web Application Firewall

About  Code

Get Cod

ModSecurity 2.9

Tweets vy @wo

News and Updates ModSecurity Blog
ModSecurity

Availability of ModSecurity OWASP CRS :
3.0(gold)
(Nov 10, 2016)
OWASP CRS 3.0 is the latest release in the OWASP
Core Rule Set family. This stable release adds many
new protections and ities for ModSecurity's
most used rule set. Try it out today on GitHub. For trustwave.
more information about OWASP CRS click here.

Improving code maturity by
introducing fuzzing with @I tuf's
popular "afl" fuzzer as part of QA.
More to come.

Availability of ModSecurity OWASP CRS
3.0rc1

(Aug 16,2016)

OWASP CRS 3.0rc1 represents a major step forward
in protections and capabilities for ModSecurity's
most used rule set. Try it out today on GitHub.

Support/Mailing lists

Community support is available on the mod-

ity It net mailing list.
‘You must subscribe first (by clicking here) in order
to post. The list archives are available as News For the sublime ModSec
(NNTP), Threaded HTTP, Bloggy HTTP, and RSS. administrators!
NOTE: Support for the Core Rule Set has moved to
a the owasp-modsecurity-core-rule-set mail list.

ModSecurity

ModSecurity

Looking forward to more closely
integrating this!

Copyright © 2004-2017 . All rights reserved.
ModSecurity and mod_security are trademarks or registered trademarks of Trustwave Holdings, Inc.
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OWASP Dependency Check
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« OWASP Dependency Check (OWASP)

— https://www.owasp.org/index.php/OWASP De
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« Vuls
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— SSL2.0 (2011E3H7)
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